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OCHOBHBIE TPOBJIEMbI HTHO®OPMAIIMOHHOMN BE3OITACHOCTHA
BAHKOBCKOM CUCTEMBI KbIPTBI3CKOM PECITYBJIUKH U ITYTHU UX
PEHIEHUA

B nmanHOW cTaThe paccMOTpPeHBI MpoOiIeMbl WH(POpMAnMOHHOH Oe30macHOCTH OaHKOBCKOH CHCTEMBI
Keiprensckoit  PecnmyOmmkun. B pabore aHanmm3upoBaHBI — akKTyanbHBIE TIPOONEMBI  OOecTedeHus
“H(POPMAIIMOHHON 0e30macHOCTH B 3TOH cepe B yCIOBHAX MAacHITaOHON mudpoBH3amuil (HHAHCOBBIX
ycayr. PaccmarpuBaroTcst KIIO4YeBble KHUOEPYrpo3bl, YSI3BHMOCTH IUIATEKHOW HWH(PACTPYKTYphl (B
YaCTHOCTH, HAIIMOHAIBLHON CHUCTEMBI «JDJKapT») U perysiTopHble BbI30BbL. Oco0oe BHHMaHHE YAEICHO
aHaIU3y YesIoBeueckoro daktopa u aedpunuty npodpuibHbex 1T-crernuamucTos.

[IpennoxeH KOMIUIEKCHBIH MOAXOJ K MOJEPHHU3AIMM CHCTEM 3alllUThl, BKIIOYAIOIIMI BHEIpEeHHE
MIePeIOBBIX TEXHOJIOTHH MU(pPOBaHKS, Pa3BUTHE PUCK-MEHEDKMEHTA M COBEPLICHCTBOBAaHUE HOPMATHBHO-
MpaBoBoil 0a3pl. Ha ocHOBE akTyasbHBIX JAQHHBIX NPOBEIEH aHAJIHM3 CYLIECTBYIOMINX NpobiieM B o0nacTtu
obecrieuennst HPOPMAMOHHOH 06e301macHOCTH OAaHKOBCKMX CHUCTEM CTpaHbl. B pesynbrare mccienoBanmii
TIPEIOKEHBI HEKOTOPBIE PEKOMEHIAINH IO PEIICHNIO 3THX MPOOIIeM.

Taxke cpeman BBIBOA O TOM, YTO KOMIUIEKCHOE obecredeHne HH(OPMAMOHHOW 0€301acHOCTH
0aHKOBCKOTO CeKTopa 3KOHOMHKH KeIpremckoir PecrmyOmmkm mpuobperaer ocoboe 3HaueHHE IS
(bMHAHCOBON YCTOWYMBOCTH CTPAHEI.

Knrouesvie cnoea: OanxkoBckas cucrema KP, wunpopmanuonHas 0e300acHOCTb,
aHTU(dpoJ, AMCTAaHIIMOHHOE 00CIyXkHUBaHue, OTKphIThie API, 1udpoBoii com, maTexHas
nH(ppacTpyKTypa, KHOepycToiunBOCTh

BBeaenue

[MudpoBuzamus OankoBckoi cucteMbl Koipreizckoit PecmyOnuku B 2025-2026 r1T.
3aMETHO YCKOpHWJIa Tepexo]l KINEHTOB M OaHKOB K JUCTAHIIMOHHBIM KaHajaM OOCIy>KHBaHHS.
[To cocrosinuto Ha 31 siHBaps 2026 roja B cTpaHe aelcTBoBaiu 23 koMMepueckux Oanka u 306
¢umanoB, a cymMMapHble aKTUBBI OaHKOBCKOrO cekTropa Ha KoHell 2025 roma cocraBmsuii 1
211,3 mapn coMoB; aemo3uTHas 0a3a KIMEHTOB jJocTuria 865,9 Mipa COMOB, KpeIWTHBIN
noptdens — 507,0 mapa comoB [1]. OIHOBPEMEHHO MPOUCXOAMT OBICTPBIM POCT MIIATEKHOU
MHGPACTPYKTYphl: N0 cocTosiHMIO Ha 1 nekalpst 2025 roxa B pecnyOmiuke ObLIO yCTaHOBJIEHO
108,8 Tbic. QR-KO/10B, a TONBKO uUepe3 CHCTEMY OCHOBHOTO oreparopa B3auMojaeicTsus B 1V
kBaptase 2025 roma nponwuto 525,1 MiaH ruiarexen Ha cymmy 908,6 mupa comoB [2].

OTH TOKa3aTeiad O3HAa4yaloT HE TOJBKO pacHIMpeHue (PUHAHCOBOM TOCTYMHOCTH, HO H
poct nudpoBoit moBepxHOCTH aTaku. CoBpeMeHHbIE puUCKU OaHKOBCKOW cucteMbl KP yxe He
OTPaHUYMBAIOTCS 3AIIUTON JIOKAJIBHOW OAaHKOBCKOM ceTM W XpaHwmnl JaHHbIX. OHuK
OXBAaThIBalOT MOOWJIbHBIE TPUIIOKEHUS, HHTepHET-0aHKUHT, AP|-unTerpanum, niatpopMeHHbIe
peleHns, YAAJCHHYI HWICHTU(UKAIUIO, OO0pabOTKY MEpCOHAJIBHBIX M OMOMETPHUYECKUX
JaHHBIX, a TaKKe YCTOMYMBOCTh MEXKCHUCTEMHOTO B3aUMOJCHCTBUS OaHKOB, IUIATEKHbIX
OpraHM3aluil ¥ BHEIIHUX TOCTABIIMKOB yciyT [3-5].

[lenb HacTOALIEH CTAaThbU — CUCTEMAaTU3UPOBATh OCHOBHBIE IPOOIEMbl HHPOPMAIITMOHHON
6e3o0macHOCTH OGaHKOBCKOM cucteMbl KbIpreizckoit PecryOnuku u mpeanokuTh NpakTHYeCKue
MyTHU UX pElIeHHs Ha ypoBHE OaHKOB, aHTU(PPOA-TIPAKTUKH, PETYNATOPA, PbIHKA U KIHMEHTCKOU
3aLUTBHI.

Obvexm uccnedosanus: wHDOpMANMOHHAS OE30MaCHOCTh OAHKOBCKOHW CHCTEMBI
Keipreckoit Pecry6nvku

Memoowt uccneooganusn: CUCTEMHBIA AHAIN3, CTATUCTUYECKUN aHAIIN3, CPABHUTEIIBHO-
IPaBOBOM MOJXOJ, aHAJIM3 HOPMATUBHBIX aKTOB U O(UIMAIBHBIX MaTepuanoB HaunonamsHOro
6anka Keipreizckoii PecriyOnuky u HayqHbIX cTaTe.
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Hayunasa Hoeéusna pabOTHl 3aKIIOYaeTCs B PACCMOTPEHUM HH(DOPMAIIMOHHOM
Oe3omacHOCTH 0aHKOBCKOM cucTteMbl KwIpreizckoit PecnyOnukyu HE TOJBKO KaK TEXHUYECKOU
COCTaBIIAIONIEH MH)OPMAITMOHHON 3alIUThI, HO M KaK 3JIEMEHTa KOPIOPATHUBHOTO YIIPABICHHUS,
OTICPAIIMOHHON YCTOWYHUBOCTH U 001IIel cTaOMIbHOCTH (DHAHCOBOTO phIHKA. [IpeioxkeHs! myTn
peLICHHS STHX MPOOJIEM Ha OCHOBE CYIECTBYIOLINX PECYPCOB.

B pesynbrare wuccrienoBaHuii aBTOpaMu KJIacCU(UUIMPOBAHBI OCHOBHBIE MPOOJIEMBI,
pa3paboTaHbl HOpPMATHBHAs M PHCK-aHATUTHYECKAs paMKa, KapTa yrpo3 HH(OpMAIMOHHOU
0e30MacHOCTH OaHKOBCKUX CHUCTEM U NPAKTHYECKHE PEKOMEHIAIMH MO CO3AaHHI0 MOJAEIHU
KOJIJICKTMBHOM 0€301MacHOCTH OT KHOeparax.

1. OcHoBHbIe MPOOIeMbl HHPOPMALMOHHONH 0€30IACHOCTH 0AHKOBCKOW CHCTEMBI
KP

1.1. Opranu3anmoHHble npoodgeMbl. J[1g1 MHOrMX (QUHAHCOBBIX OpraHU3aIUN
KPUTHYHBIM OCTa€TCsl HE OTCYTCTBHUE OTACJIBHBIX TEXHUYECKUX CPEACTB 3alllUThl, a
HeJoCTaTOyHas  3pesiocTh  governance.  MudopmanumonHas  0e30macHOCTh  HEPEIKO
paccMaTpuBaeTCs Kak 30Ha OTBETCTBEHHOCTH TOJbKO UT mnm cayx0b1 6e30macHoCTH, TOT1a KakK
peasibHbIN puck pacnpezeneH mexay WT, 6uzHecoM, KOMIUTAGHCOM, ONEPALIMOHHBIM PUCKOM U
COBETOM JHUpeKTOopoB. DOpManbHBI XapakTep 4YacTH BHYTPEHHUX JOKYMEHTOB, ciabas
unterpanus b B ob1iee ynpaBieHre puckaMu U peKoe TECTUPOBAHHE KPU3HUCHBIX CLIEHApUEB
CHIDKAIOT KaueCTBO YIIPABJIEHYECKUX PEIICHUH.

1.2. IllpaBoBble U peryJasiTopHble npoodJaembl. [IpaBoBas cpena 6ankoBckori b B KP
SIBIIIETCS. MHOTOCJIOWHOM: OHAa BKJIFOYAaeT HOPMBI O OAHKOBCKOW TaifHe, IJIATEKHOW CHCTEME,
OMEpPAIMOHHOM PHUCKE, MEPCOHANbHBIX JTaHHBIX, KHOEpOE30MacHOCTH M IMPU HEOOXOIMMOCTH
TpeOOBaHUS K KPUTUYECKOH HH(POpPMAIMOHHON WHOpacTpykType. Ha mpakThke CI0XHOCTBH
BBI3bIBACT COTJIACOBAHME 3THUX PEXHUMOB MEXIy c000il, 0COOEHHO B BOIpOCax yAaJeHHOU
UICHTU(UKAIMN, SJIEKTPOHHBIX JeHer, OoTKphIThIX APl, ¢unaHCOBBIX mardopMm W mepemadu
JIAHHBIX BHEITHUM IpoBaiiiepam [4-6, 9, 11-16].

1.3. Texunueckue npodsaembl. Cepbe3Hoil mpoOieMoil ocraercst HeoaHopoaHOCTH NUT-
nanamadTa: ycTapeBIIME PEUIeHHs] COCYIIECTBYIOT C HOBBIMH IIHM(PPOBBIMH CEpBHCAMHU, a
YPOBEHb CETMEHTAllUU CeTeH, 3peNoCTb JOTMPOBAaHUS, KOPPENALUU COOBITMA M YHpaBICHHS
ySI3BUMOCTSIMU  pa3nyaroTcss mo OaHkaM. JlOMoJHUTENbHBIE PHUCKH CO3/al0T HEJ0CTAaTOYHAas
3alIUIIEHHOCTh BeO-MHTepdercoB M MOOWIBHBIX NpWIOKEeHUH, cnmabas 3ammra APl u
uHTerpamuii, DD0S-ataku, BpegoHocHoe [1O 1 3aBUCHMOCTD OT KaHAJIOB CBSI3H, MPOIECCHUHTA,
00JIauHBIX U UHBIX BHEITHUX CEPBUCOB [8§].

1.4. Tlpo6saeMbl JUCTAHIMOHHOTO OaHkKOBckoro oodciay:xuBanusi. Hb KP Brigenser
yaJeHHOE/ TUCTAaHIIHOHHOE 00CTYyKMBAaHHUE KaK CAMOCTOSITEIbHYIO 30HY PEryJHpOBaHUs, UTO
MOATBEPXKIAET BBICOKUM puUCK-TIpodunb 310l chepsr [4]. Jna wuHTEpHET-OaHKMHTA U
MOOWJIBHOTO OaHKWHTAa KPUTHUYHBI YIpo3bl (HIIMHra, MOAMEHbI uHTepdeiicoB, SIM-swap,
nepexBaTa Ceccuil, KOMIPOMETAIMH I0JIb30BATEICKOIO YCTPONCTBA U 3JI0YNOTpeOsieHus
OTP/SMS-mexanu3mamu. [Ipu 3TOoM gaxce KavyeCTBEHHas 3alluTa OaHKa HE KOMIICHCHPYET
HU3KHI ypOBEHb 3alllMIICHHOCTH KIHMEHTa, €CJIM HEe BBICTPOEHBI O€30MacHble CIEHapuu
BOCCTAaHOBJICHHS JOCTYyIa U 00s13aTeIbHOEe HH(OPMHUPOBAHUE MOJIb30BaTeNs [5].

1.5. lIpo6aembl anTudpPOx M1 MOHMTOPUHIa onepauuid. AHTU(GPOJ HENb3s CBOAUTH
TOJIBKO K KJIACCMYECKOW MH(POPMAIIMOHHON 6€30MaCHOCTH, OJIHAKO 3TH 00JacTH TECHO CBSA3AHBI.
Komnpomeranusi ydeTHBIX JaHHBIX, IIOJMEHA YCTpPOMICTBa, COLUAlbHAs WHXEHEPUS U
MOIICHHUYECKHE PACXOJHBIC OINEpaluu TPeOYyIOT HE TOJIBKO 3alIMThl IMEpPUMETpa, HO U
MOCTOSIHHOM OIIEHKHM KaXJoW pacxoaHoi Tpauszakuuu. HopmatuBHbii koHTYp 2025-2026 rT.
MOKa3bIBAaET TMepexo] K Oojee MPHUKIAAHON MOJAEIM pPETyJIUpPOBaHUSA: OaHKU JOJDKHBI
BBICTPAMBATh aHTH(PO KaK MOJTHOIIEHHYIO CUCTEMY, a He Kak Habop cTaTHYeCKuX mpaBui [6-7].

1.6. IIpoOueMbl 3amUTBI NMEPCOHAJBHBIX [JAHHBIX W 0aHKOBCKOH TaliHbl. B
0aHKOBCKOW cdepe OTHOBPEMEHHO OXPAHSIOTCS OaHKOBCKas TaliHA, MEPCOHAIbHBIC JTaHHBIC
KJIMECHTOB, TPAaH3aKLUMOHHBIC JaHHBbIC, WACHTU(QHUKAIMOHHBIC CBEJICHHUS M B pAIE CIIydacB
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6uometpusi. OCHOBHBIE PUCKH CBS3aHBI C U30BITOYHBIM JIOCTYTIOM COTPYIHUKOB, HEIOCTATOUHOU
MUHMMH3aLUEN JaHHBIX, C1a0bIM pa3rpaHUYEHUEM NpaB, Nepegadeil CBeJeHUH NOoApsAIUINKaM U
BHYTpeHHUMH yTeukamu. [1o mepe pocta oTkpeIThIX AP| 1 ¢puHmmaTdopm TpeboBaHus K 3aLuTe
nepeaaBaeMol MHGopMaluu M KOHQUAECHIUAIBHOCTH I0JIb30BAaTEIbCKUX JTAHHBIX CTAHOBSTCA
eimte Oosee sxectkumu [9, 12, 14, 19].

1.7. KaapoBbie npo6JieMbl 1 YejioBeueckuii pakTop. HexBaTka kBamuuImpoBaHHBIX
Wb-cnienmanuctoB u anti-fraud aHaauTUKOB, OIIMOKK aJIMUHHCTPUPOBAHUS, BHYTPCHHHE
3710yNOTPeOIeHHsI U ySI3BUMOCTh COTPYAHUKOB K COLIMAIbHOM MHKEHEPUH OCTAIOTCS OJHOM M3
CaMbIX YCTOWYHMBBIX HMPUYMH MHLIUACHTOB. J|OMOIHUTENBHBIA (aKTOp pUCKAa — HEJOCTATOYHAsS
KHOEeprpaMOTHOCTh YaCTH KIHEHTOB, 4YTO OCOOEHHO ONAacHO B YCJIOBUSIX MacCOBOIO
JUCTAaHIIMOHHOTO  00ciykuBaHus.  JlelicTByroliee — peryjJdpoBaHHe  OpsMO  TpeOyer
UH(QOPMHUPOBAHUS MOJIb30BaTeNIeH 0 O€30I1aCHOM MOBEIEHUH B LM(POBBIX KaHaax [5].

1.8. IlpoGaembl HenmpepbIBHOCTH JeATEJBHOCTH M BOCCTAHOBJIEHHMS IOCJIe
HHUUAEHTOB. J[n1 OaHKOB M IUIATE)KHOW HHPPACTPYKTYpbl KPUTHYHO HE TOJIBKO
OpeJOTBPALICHUE WHIUACHTa, HO U CIOCOOHOCTb TPOJOJDKATh ONepaluu H  ObICTPO
BOCCTAHABJIMBAThCSl IOcie COOsl. YS3BUMOCTh PE3EPBHBIX IIJIOLIAJIOK, HEMOJIHOLIEHHBIE
BCP/DRP, HemocraToyHOE pe3epBHOE KOMUPOBAHHE, 3aBHCHMOCTh OT JaTa-IICHTPOB, CBSI3H,
IPOLIECCUHIa U MOJAPSAYMKOB IOBBIIIAIOT BEPOSATHOCTh CHUCTEMHBIX HOCHeICTBHA. B
TpeOOBaHUAX K OIEpaTopaM IUIATEKHBIX CHUCTEM 0C000€ MECTO 3aHHMMAIOT Pe3epBUPOBAHHE,
KYPHAJIMPOBAHNE, BOCCTAHOBIIEHUE U Oecriepe0oHHOCTh (PyHKIIMOHUpPOBaHUs [8].

1.9. IIpobnembl B3amMoAeHCTBUSI MeKAYy YYacTHHKaMu PpbiHKa. CoBpeMeHHas
wiatexxHass cpega KP yxke HOCUT BbIpaKEHHBIH CETEBOM XapakTep: OaHKH, IUIATEKHbIE
OpraHu3aIiy, ONepaTopsl, GUHIUIATGOPMBI U HHTEIPATOPhI CBSA3aHBI OOIIKMMHU HHTEep(eiicaMu 1
3aBUCUMOCTSMH. [103TOMy M30JIMpPOBAHHBIN MMOJIXOJ OTAEIBHOIO OaHKA HE peIlaeT CUCTEMHYIO
npobiiemy. Heo6xomumel eaunbie npusnaku high-risk omneparuii, onepaTuBHbIN 0OMEH JaHHBIMU
O MOIIIEHHUYECTBE, CTaHAAPTU3UPOBAHHOE YBEIOMJIEHHWE 00 MHIMJEHTaX U pPa3BUTHE MOJAEIU
KOJIJIEKTUBHOM KMOEPYCTOHYHMBOCTH PHIHKA.

1.10. HoBble 30Hb1 pucka Ha 2026 roa. Hanbonee 3Ha4MMbIMU HOBBIMH 30HaMU pUCKa
BBICTYNAIOT yJAaJeHHAs WACHTUQHUKAIMS | BepuUKAIMsA, OTKpbITHIH OaHkunr u API-
JKOcUCTeMa, (UHAHCOBbBIE MIATGOPMbI/MAPKETIICIHCHI, YCIYTH, CBA3aHHBIE C BHUPTYaJbHBIMU
aKTHBaMHU, a Takxke IH(poBoii coM Kak HoBas opma HaumoHanbHO# BamoTel [20]. Hb KP yxe
3aKpemnui peryjJupoBaHue JocTyna K (PMHAHCOBBIM yciayram depe3 (pUHIIIAT(GOPMBI Ha OCHOBE
OTKPBITBIX NPOTpPaMMHBIX HHTep¢eicoB [9], MOpAAOK MPEJOCTaBICHUS YCIYT, CBS3aHHBIX C
BUpTyaibHbIMU akTuUBamMu [10], a 3akoHonmarenbcTBO 0 HarpmonanbHOM OaHKe M TUIATEXKHON
cucreMe BBOJAUT IM(poBOH coM U MuarpopMy HHU(POBOTO coMa KaK HOBYIO apXUTEKTYpPY
puckos [11, 13].

2. HopmaTuBHAasl ¥ pUCK-aHAJTUTHYECKAS] paMKa

Tabmuma 1 — HopmaTuBHas 6aza nH(GpOpMaIMoOHHON 6e30macHOoCTH 0aHKOBCKOM cuctembl KP

Ha 2026 ron
HopmaTuBHBIi aKT 30Ha peryaupoBaHus 3Hayenue 19 6ankoBckoi Ub
. N @DopMHUpyeT HHCTUTYIIMOHAIBHYIO OCHOB
Koncrurynnonssrii 3akoH «O Cratyc Hb KP, mudposoit PMHPY I Y Y
. PETYINPOBaHMS YCTOMIMBOCTH, 3AIIUTHI
Harmmonansnom 6anke KeIprezckoit | com, mmaTdopma mudpoBoro 9 .
PecryGmiin» coMa nHpOpMAHU ¥ TU(PPOBONA BATIOTHON

HHQPACTPYKTYPBI

3aKpernsieT peKUM CBEJICHUH,

BbankoBcKast 1esTENbHOCTD, N
COCTaBIISIIOLINX OAaHKOBCKYIO TaifHy, 1

3akoH «O 6aHkax U OAaHKOBCKOM N
OaHKOBCKas TaliHa,

IEATEITLHOCTIDY 0a30BbIE 00A3aHHOCTH OaHKa I10 3aIlUTe
00s13aHHOCTH OAHKOB
KITMEHTCKUX JaHHBIX
3akoH «O TIATe)KHOU CHCTEME [Tnarexwu, pacdeTsl, OmnpenenseT MPaBoOBY OCHOBY ITU(PPOBBIX
KeIpreizckoii Pecy 6k TEePeBO/Ibl, YHaCTHUKHU IJIaTeXeN, MEKCUCTEMHOTO
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IUIATEXXKHON CHCTEMEI

B3aMMOJEHUCTBUS U TpeOOBAHUH K
YYaCTHUKAM IUIaTeKHOW HH(PPACTPYKTYPHI

[MosoxeHre 0 MUHUMAJTbHBIX
TpeOOBaHUSX 10 MPEJOCTABICHHIO
Y IAJIEHHOT O/ IUCTAHI[HOHHOTO
00CITy)KUBaHUS

HuTepHEeT-/MOOMIBHBIN
OaHKWHT, yaJICHHBIC
oreparyy, SIeKTPOHHAS
TMOJTITUCH

Bripenser aucTaHIMOHHBIE KaHAJIBI KaK
CaMOCTOSITENIBHYIO 30HY PErYJIHPOBAHUS U
TpeOyeT 3aIUThl KaHaJIOB, YUYETHBIX JaHHBIX
U TI0JIb30BaTENILCKUX CIIEHApPHEB

ITonoxenue 1o ynpasieHUIO
OIepalOHHBIM PUCKOM B
KOMMeEpYeCKnX OaHKax

OmnepalmoHHBIN PUCK
aHTU(POI

3akperisieT He0OX0JMMOCTh MOJTHOLIEHHOM
aHTU(POJI-CUCTEMBI, CBSI3aHHOU C
MOHHUTOPHHIOM HMHIUEHTOB U
HECAHKLIMOHUPOBAHHBIX ONepanuil

[Monoxenne 06 b onepatopor
TUIATCXKHBIX CUCTEM H IINIATCKHBIX
opraHuzanuit

Vs3BUMOCTH,
KYPHAITUPOBAHHE,
¢ poBaHue, 3aIUTa OT
malware, pesepBupoBaHue

Hcnone3yeTcs kak OTpacieBoil OpHEHTHP
Juisi 0230BBIX KOHTPOJIEH, 0COOEHHO B YacTH
IUQPOBHIX KAHAJIOB, IPOLIECCHHTA 1
BOCCTAaHOBJICHUS

ITonoxenue o
¢duHIIIaTPOpMax/MapKeTILIeicax ¢
HCTIOBb30BaHUEM OTKPBITHIX AP

OTKpbITHIN OaHkuHT, API-
9KOCHUCTEMA,
aTopMeHHbIE MOJIEITTH

Broaut tpeboBaHms K
CTaHJapTU3UPOBAaHHBIM UHTEp(eicam,
3alIuTe nepenaBaeMol HHpOPMaIuy 1

KOH(UAECHIIMAIEHOCTH TaHHBIX

INopsiiok mpemocTaBieHHs YCIIyT,
CBSI3aHHBIX C BUPTYaJIbHBIMU
aKTHBaMH

Yemyru ITYBA, poins
0aHKOB, HaJ[30p

OrmpeznensieT HOBBIA KOHTYP PUCKOB, T1Ie
COYeTaroTcsl (pUHAHCOBBIE, TEXHOJIOTUIECKHE
Y KOMILIaeHC-TPpeOOBaHuUs

3akoH «O06 nHpOpMaATHN
MIEPCOHAILHOTO XapaKTepay

[lepcoHanbHbIE NAHHBIE,
00paboTKa, XpaHeHHE,
repemaaya

TpebyeT 3aKoHHOW 00PaOOTKH TaHHBIX,
MHHUMH3ALUH JOCTYTIA U 3aLIUThI
HEepPCOHATBHON HH(POPMAIHN KIIMEHTOB

3akoH «O kubepbe3omacHoCTH
Keipreicekoit PecriyOmukm» 1 akThI
o KN

HanunonaneHas cucrema
KHOEepOE30MacHOCTH,
KpHUTHYECKAst
nHOpacTpyKTypa, ayuT

Cozmaet o0mIyI0 paMKy
KHOEpyCTONYNBOCTH, BXKHYIO JIJIS
CHCTEMHO 3HAYUMBIX YYACTHHUKOB
(bHAHCOBOTO PBHIHKA

Cocmasnena asmopamu no ouyuanvhoin akmam HBE KP u I[BJ] Muniocma KP.

Tabnuna 2 — OcHOBHBIE YTPO3bI U YA3BUMOCTHU MO KaHaJIaM 00CITyKHUBaHUS

Kanan/konTyp

OcCHOBHBIE YrpO3bl

Tumnossle

yAABHMOCTH IIpuoputeTHbIe MEPEI

WutepHeT-6aHKUHT

®umuar, credential stuffing,
session hijacking

Cnabas MFA,
ysI3BIMBIE BEO-
ceccuy,
HeOe30macHoe
BOCCTaHOBJICHHE
JIOCTyTIa

MFA, device binding,
anomaly detection,
hardening web-flow

MoOwibHBIN GaHKUHT

SIM-swap, overlay-araku,
malware, 3axBar ycTpoiicTa

Henocratounas
mobile app security,
CJTa0BIil KOHTPOITH
yCTpOICTBa

RASP/App Shielding,
device intelligence,
step-up authentication

HecaHKHI/IOHI/IpOBaHHLIe

O11eHKa KaXXI0Hu

Cralsrit puck- .
PacXo/HOM omeparuy,

QR/P2P/xaprounbie
pacxoHbIe TpaH3akiuu, mule- ckopuHr, rule-only
oreparyu . R . MOBE/ICHUECKHE
cxeMsl, Social engineering antifraud .
mozenu, blacklists
Hemocrarounas MHoroghakropHast
VY najgeHHoe OTKPBITHE [Toamena nuuHocTH, synthetic BepuduKanus, BepuHKaLus, Cross-

cueTa/uaeHTuuKanus

identity, deepfake-mombiTku

check mannbIx, manual
review high-risk cases

ciabast mpoBepKa
liveness u yctpoiicts
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Cna0srit AP
APl/open Kommpomeramust TokeHoB, abuse gateway, mroxas
banking/¢uHIITaTOPMBI WHTETPALNH, yTeUKH TaHHBIX CeTMEHTaIus,

HM30BITOYHBIC TIPaBa

API security, rate limit,
mTLS, secrets
management, zero trust

Cnabas PAM, EDR/XDR,
BayTpeHHme crcTeMBbI Insider misuse, lateral movement, cermenranusi, patch CerMeHTalIHs,
OaHka ransomware gaps, u30bITOK patch/vulnerability
TIPUBUJIETUI management
HemoHbie Third-party risk
[MoapsauuKu, CBSI3b, Ortka3 cepsuca, supply-chain, SLA/BCP, per:ej)n;f;;gi?{;e
TIPOIIECCHHT, JaTa-TIEHTPhI KOMIIPOMETAITHUSI TPETBHX JIAIL HETPO3payHbIe cyber-drill, con tract’ual
3aBHCHMOCTH
controls

Cocmasnena asemopamu no nonodcenuam HE KP o oucmanyuonHom O00CIylCUBANUL,
ungpacmpykmypui.

MnaTexHble onepaumu,
QR, P2P, KapThl,
rocycnyri

onepayuonnom pucke u HE niameoicnoi

BaHKWHI, BeD-MHTepdench

3 CyeTa, ocTaTKW,
[ MoBuEHBIA 1 HTepHeT- ) [ KpeauTHLIe NMHUK, ]
3 "

NEeKTPOHHbIE AeHbl

APl, OTKPBITLIA BaHKWHT,
uHNNaThopmsl,
WHTErpaunn

baHkoBCKaa uMdpoBana aKocMCTEMA

W KPUTUYHEIE aKTUBLI

Core banking,
NPOLEeccuHr, :
MeXCUCTEMHOE B3anMooencTene

KnneHTcKkMe faHHble,
baHKoOBCKan TanHa,
bvomeTpua

PenyTtauwns,
KoMMNnaeHc,
JOBepWe KNMeHToB

MoeHTndukaums, Moapaavnkn,
MFA, ceccuu, KaHankl CBA3W,
NPUBKMNErMpoBaHHLIE AOCTYNkI obnayHble W naTa-UeHTpsl

MypHanel, SIEM/SOC,
pe3epBHLIE KOMWK,
BCP/DRP

Pucynok 1 — O0BEKTHI 3a1TUTHI 0AHKOBCKOH ITUGPOBOM SKOCHCTEMBI
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KaHanel 1 cobeiTus
MoBunbHbIA BaHk | web | QR | P2P | kapTbl | API

Y

KOHTeKCT 1 curHanst PeecTpbl U MHAWKATOPbI
ayTeHTudKKaunsa | yCTPOWCTBO | reo | noseaeHwe | AMMWUTLI | aHoOManum blacklists | I0C | mule-cxemsl | device reputation

AHTWdpoa-A

npaewna 4 behavioral ana

PeweHunn
approve | step-up MFA | hold | block | manual review

y

WcnonHeHne n conposoxaeHne
core banking | nhaTexHbld wnos | switch | ysenomneHne kinexTa | dispute / refund

A J

Fraud case management + SOC / SIEM
oyepenn Kelcoe | paccnegosaHie | koppensuna cobbiTuii | rule tuning | threat hunting

PucyHok 2 — MecTo aHTH(DPOJI-CHCTEMBI B apXUTEKType OaHKa

PocT QR-uHdpacTpyKTypbl U o6bemMa undposbix nnatexen 8 2025 rony

1407 L 1000
908.6
120
[ 800
100 -
o
(]
E 80 - L 600
]
o
[o]
% 60
O L 400
40 -
L 200
20 -
0 Lo

I KB. 2025 Il kB. 2025 Il kB, 2025 IV k8. 2025

Pucynok 3 — Poct QR-undpacTpykTypsl u o0beMa 1udpoBbix miarexeii B8 2025 roay (mo
nauubiM HB KP 3a I-1V xBaprtaner 2025 roga [2-3, 17-18]).

Ta6muma 3 — Ipo6iemsl b: oprann3annoHHbIe, MpaBOBbIe, TEXHUYECKUE, KAIPOBHIC

Kareropus KinoueBbie nposiBjIeHUs ‘YnpasJieH4ecKkuii BLIBOJ

DopMaNIbHBII XapaKTep YacTH MOJHUTHUK, ci1adast
POJIb COBETA IUPEKTOPOB, (hparMeHTaIMs
OTBETCTBEHHOCTH, PE/IKOE TECTUPOBaHHE

KPHU3HUCHBIX CIIEHAPHEB

Wb momxHa cTaTh 4acThIO
enterprise risk management u
noBectku board-level oversight

Opl" aHU3allMOHHBIC
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IIpaBoBbIE

[epeceuenne 6aHKOBCKOW TalfHBI, NEPCOHATIBHBIX
JaHHBIX, TJIATEKHOTO PETYJIUPOBAHUS,
kubepOe3onacHocTH, TpeboBanmii Kk APl u
maTdopmam

Hyxna enqunas unTepnperanus
TpeboBaumii u harmonized
compliance-by-design

Texumueckne

Heomuopoausrit UT-nanmmadr, cnadas
cermenranus, Aedurmt SIEM/SOC-mpakTuk,
patch gaps, ysi3Bumoctu MoOHIbHBIX 1 API-
KaHaJIoB

IIpuopurer - baseline controls,
I_IeHTpaJ'II/ISOBaHHHﬁ
MOHUTOPHUHT U 3pCJIOC
vulnerability management.

Kanpossie

Hedunur UB- u anti-fraud crieranucros,
ONIMOKH aIMUHAUCTPUPOBAHUS, COIIHATbHA
HEDKEHEPHs, HU3Kas KHOeprpaMOTHOCTh YacTH
KIIMEHTOB

Hy>x#pI mocTosiHHOE 00yUeHuE,
drills, phishing simulation u
KIIMCHTCKHUEC KaMIIaHUHN
KHOEprpaMOTHOCTH

Tabnuma 4 — [IpoGiema — npuYUHA — TOCJEICTBUS — PEHICHHUE

IMpobema

Ipuunna IMocaeacrBus

Pemenue

@dparMeHTHpOBaHHOE

Wb He BcTpoeHa B 00IIHN pHCK-

MeZ[J'IeHHBIe peuieHus,

Komuret mo PpUCKaMm,

governance

MCEHCDKMCHT

HpO6CJ'IBI OTBETCTBCHHOCTHU

board reporting, risk-
based governance

Cna0as 3ammra JJbO

3asucumocts or OTP/SMS u
MOBEICHYS KIINECHTA

HecaHKHI/IOHI/IpOBaHHHe
ornepanunu, nNoTepu J0BEpust

MFA, adaptive auth,
device binding, secure
recovery

Rule-only antifraud

HCZlOCTaTOK AHAJIMTUKU U
MOBCACHYCCKUX Moz[enef/i

Bricokuii fraud loss nau
pocr false positives

Behavioral analytics,
per-transaction scoring,
case management

Henocrarounas
3al1Ta JaHHBIX

W36bITOUHBIE JOCTYIIBI U
nepenaya TpETbUM JIULaM

YTeuku, peryiasTopHbie U
penyTaluOHHbIE PUCKU

Data minimization,
DLP, zero trust access,
vendor controls

HexBatka sxcniepToB u cinalbie

Kanpossrit nepumnmr

TPEHUPOBKU

OmmobKku KOHQUTYpAITUH,
ycrieX COLMHKEHEPHHU

Training pipeline, drills,
phishing simulation

Cna6s1ii BCP/DRP

HCI[OOIICHKEI 3aBUCHUMOCTH OT
TIOAPAAYINKOB U CBA3HU

[Ipocron, cucremusie coown,
ymepo KIreHTaM

PesepBupoBanue,
recovery testing,
supplier continuity plans

Crabas DEIHOUHAS Her emoro oGMena [ToBTopstronmecs Sector sharing, high-risk
<00 I;I AL HEUIKATODAMI 1 KeHCAMIL MOIIICHHUYECKHE ATTCPHBI indicators, cyber-drills,
PAHALL a P TI0 PBIHKY rapid notification

Tabmuua 5 — MexxayHapoiHasi IpakTHKa VS BbI30BbI OaHKOBCKOHU crctembl KP

MeskayHapoaHasi IPaAKTHKA

Kirouesoii Be130B 151 KP

IIpnopurer
BHE/IpeHHus

Board-level cyber governance u risk
ownership

Wb uvacro Bocnpunumaercs kak ¢pynkius UT, a
HE KaK 4acCTbh KOPIIOPATUBHOT'O PUCKA

Bricoknii

Risk-based MFA / adaptive
authentication

Poct ynanenHbIx cepBucos, (ummara u SIM-
swap B JIBO

Bricokmit

Behavioral fraud analytics u per-
transaction scoring

OrpannueHHOCT rule-based anTudpona

Bricokwii

Zero trust u API security by design

Pacmupenue open banking, APl-akocucteMsr u
¢dunIUIATGOPM

Bricokuii
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L . . Henocrarounslii Mme:x6aHKOBCKHiT 00MEeH
Sector-wide information sharing / I/IHHI/IKaTO amu komnpomeranuu u fraud- CpenHe-BBICOKUI
FS-ISAC-like mozem AHKETOP POMETALL pea
naTTepHaMHU
Operational resilience, cyber-drill, 3aBHCHMOCTH OT IIPOLIECCHHT, CBSI3H, aTa- Bicokuii
stress-test, recovery testing LIEHTPOB U MOAPSATINKOB

Cocmasnena asmopamu Ha ocrHoge mevcdynapoousvix nooxooos NIST/ISO/operational resilience u ananuza éviz0606 pwinka KP.

3. IIpakTHYecKHe PeKOMEHIAIHH M0 YKPeIJIeHHI0 HH(pOopManoHHOI 0e30acHOCTH

Ha ypoBne 0ankoB. Heo0xoauMo ycuianTh pojib COBETa AUPEKTOPOB U KOMHUTETA IO
puckam, niepesectu b B gopmart risk-based governance, neHTpain3oBaTb MOHUTOPHHT 4epe3
SOC/SIEM, passuBath threat hunting, red team, phishing simulation, 3penoe ympasienue
ys3sumoctsimu, BCP/DRP, a takke noBcemectHo npumensts MFA, adaptive authentication u
YCUJICHHYIO 3aIUTy MOOMIIbHBIX TIPUIIOKCHHUH.

Ha ypoBue anTHdpoxa-npakrTuku. KirodeBol 3ajgadell OJDKHO CTaThb pPa3BUTUE
MOBE/ICHYECKUX MOJICIICH, OIICHKA Ka)I0W PacXOJHOW TpaH3aKIUK, euHblie mpu3Haku high-risk
omepanuii, neHTpanu3oBaHHbIM fraud case management, wucnonbp30BaHHE BHYTPEHHUX |
mexOankoBckux  blacklists/manukaTtopoB  koMmpomeranuu, a  TakkKe ~ KOHTPOJb
JI0)KHOTIOJIOKHTEIILHBIX CPpa0aThIBAHUN M KJIMEHTCKOTO OIIBITA.

Ha ypoBHe peryasTopa u pbiHKa. llenecooOpa3Ho pa3BUBaTh €MHBIC METOAUYCCKUC
PEKOMEHIAlluK, OTPAcIeBOH OOMEH JaHHBIMH O KHOSPUHIMACHTaX W MOILICHHUYECTBe, Cyber-
drill u stress-test mnust yuactHukoB pbiHka, baseline controls mms TUCTaHIIMOHHBIX CEPBHCOB U
Oouee cTporue TpeboBaHus K nmoapsaunkam, APl-poBaiinepam 1 IpOLECCHHTOBBIM LIEHTPAM.

Ha ypoBHe KineHTCKOii 3amuThl. [IocTOSHHBIC KAMIAHUU KHOSPTPAMOTHOCTH, CIUHBIC
NpeAynpeKaAeHUsT B HHTepdelicax MNpHIOKEHHH, Oe30macHble CLUEHAPHH BOCCTAHOBJICHUS
JOCTyla W YCWICHHOE TIOATBEPXJICHHE BBICOKOPUCKOBBIX OINEpPAaIMii JODKHBI  CTaTh
00s13aTeIbHON YaCThIO KJIMEHTCKOTO MyTH.

Ha ypoBHe 3akoHoIaTe/IbCTBA M cTpaTeruu. TpeOyeTcs Oosee TeCHOE COrjacoBaHUE
0aHKOBCKOTO  PETYJHMPOBaHMs,  3aKOHOJATENLCTBA O  MEPCOHANBHBIX  JAHHBIX |
KnOepOe30macHOCTH, a TaKXe JajbHelIee OOHOBJICHHE TMOAXOA0B K obmakam, API,
¢uHIUTaTPOpMaM, BUPTYaITbHBIM aKTHBAM U IIH(YPOBOMY COMY.

3akiaouyeHue

[MudpoBuzarus 6aHkoBckol cuctembl KbIprei3ckoil PecryOnvku yckopuiaach, a BMECTE C
Hel BwIpociia mudpoBas MOBEPXHOCTh artaku. Kirouerwsie mpoOnembr Wb nexat HE TONMBKO B
TEXHOJOTHIX, HO U B gOvernance, antudpoe, kaapax, 3aiuTe JaHHbIX, KITHEHTCKON KyJIbType U
HEIPEPHIBHOCTH CEPBUCOB.

[Tepuon 2025-2026 rr. moka3eiBaer mnepexonq Hb KP k OGonee mpuknagHoit Momenu
perynupoBaHus, TJA€ B EAUHYK CBS3KY BXOJST ONEPAIlMOHHBIA PHUCK, aHTU(dpos,
JTUCTAHIIMOHHBIC KaHAJBI, 3all[UTa JaHHBIX W YCTOMYMBOCTH IUIATEXKHOUW WHEOPACTPYKTYphl [4-
10]. TToaromy manbHeiimee ykperieHue 6ankoBckord b B KP tpebGyer He TodedHBIX Mep, a
MOJIETTM  KOJUICKTUBHOM KHOEpPYyCTOMYMBOCTH pBIHKA, TpPHU KOTOPOHM 3allWTa CTPOUTCS
OJIHOBPEMEHHO Ha ypOBHE OaHKa, KIMEHTa, PEryJsiaTopa W Bcero mu@poBoro (GHUHAHCOBOTO
KOHTYpA.

Jlumepamypa

1. Tenpmennuu pa3BuTusi OaHKOBCKOro cekTopa Keipresckoir PecnyOmuku (1o
cocrossario Ha 31 sHBaps 2026 roma). Hamumonanbnbeiii 06ank Keipreisckoit PecmyOmukw,
16.03.2026. https://www.nbkr.kg/index1.jsp?item=80&lang=RUS

2. Odummanpasie Mmatepuansl Hb KP ¢ manaeiMu o QR-uHpacTpykType M miaTexax
Yyepe3 OCHOBHOTO orepaTopa B3aumoaerictBus 3a |1V kBapran 2025 roxa. HanmoHansHbINH OaHK
Ksipreizckoit Pecriyonukmu, ssaBaps 2026 T.
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https://www.nbkr.kg/DOC/11052026/000000000067188.pdf
3. Odunmansusie matepuasisl Hb KP ¢ nanabiMu 0o QR-uH(pacTpykType U miaTexax
yepe3 OCHOBHOTO omepartopa B3aumozeictus 3a |1l kBapran 2025 rona. HanmonansHbINH OaHK

KsIprei3ckoit PecryOnuku, OKTSIOPH 2025 T.
https://www.nbkr.kg/contout.jsp?item=2145&lang=RUS&material=128586
4. HOJ’IO)KCHI/IC (0] MHWHHMAJIBHBIX T pe6OBaHI/IﬂX I10 Hpe,[[OCTaBJ'IeHI/IIO

yIaJIeHHOT0/ TUCTAaHIMOHHOTO 00ciyxuBanuss B Keipreisckoit PecrnyOnuke (B axkTyaslbHOM
penakuuu 1o coctossauio Ha 2026 r.). HantmonanwHeiid 6ank Keipreisckoii PecyOnuky.

5. Usmenenus B IlonoxkeHne o JUCTAaHIIMOHHOM OOCITY)XKMBAaHWU, BKJIIOYask TpeOOBAaHUS
110 MH(GOPMHUPOBAHHUIO I0JIb30BATENEH U MIPUMEHEHUIO 3JIEKTPOHHON nmoxanucy. HanuoHanbHbIl
6ank Keipreizckoit PecrryOnmku, penakius ot 21.01.2026.

6. IlonoxeHne 0 MUHMMAJIbHBIX TPEOOBAHUSX O YIPABICHUIO ONEPALMOHHBIM PUCKOM B
KomMMmepueckux Oankax Keipreisckoit PecnyOmuku (B pemakmum  mocie  26.09.2025).
Hanmonanwsuseiil 6ank Keipreizckoii PecyOmukn.

7. Hopmbl 00 aHTHdpOAEe B CUCTEME YIPABICHHUS OINEPALMOHHBIM DPHUCKOM U
HECaHKITMOHUPOBAHHBIX omnepanusx. Hamuonaneneiii 6ank Keipreizckoit PecryOmmku, 2025-
2026 rr.

8. TlomokeHne o TpeOOBaHUAX IO oOOecreYeHUI0 WHOOPMAIMOHHOW OE30MacHOCTH
OTEepaTOpPOB IUIATEXKHBIX CHUCTEM U IUIATSXKHBIX OpraHm3anuii. HamuoHanbHBIN — OaHK
Ksipreizckoit Pecniybmuku, pegakuus ot 22.05.2024.

9. IlonoxeHue o0 PeryJTupoBaHUU AOCTyIA K (PMHAHCOBBIM yCIyraMm yepe3 (hHHaHCOBBIC
wiaTpopmMbl (MapKeTIUIEHC) C MCIOJIb30BAaHUEM OTKPBITHIX IMPOrpaMMHBIX HHTEp(eHcoB B
Keipreizckoit PecniyOonuke. Harmmonanensiii 6ank  Keipreizckoit PecmyOnuku, pemakmust ot
26.12.2025.

10. Ilopsngok mnpenocTaBiI€HUs] YCIOYr, CBSA3AHHBIX C BHUPTYaJbHBIMM aKTHUBaMH.
Hanmonanbsubiii 6ank Keipreizckoit Pecriyonuku, 12.02.2026.

11. Koncrtutyumonnslii 3akoH Keipreizckoit PecnyOnuku «O HamumonansHoMm OaHke
Keiprezckoit Pecniybnukmu» (¢ yuerom Hopm o iudpoBom come). LIBJ] Munrocta KP.

12. 3axon Keipreickoit Pecny6muku «O GaHkax u GaHKOBCKOHM naesTesnbHOCTHY. LIBJI
Mumnrocta KP.

13. 3akon Ksipreickoit Pecnybmuku  «O  mmarexHodt  cucteme  KeIprbizckoit
PecryOomukwmy. 11bJ] Muntocta KP.

14. 3akon Ksipreisckoit PecriyOmnku «O0 uH(OpManuy NepcOHAIbHOTO XapaKTepay.
b1 Munrocta KP.

15. 3akon Keipreisckoit PecnyOmukun  «O  kubepOesonacHocTd  KbIproizckoit
PecryOmukwmy. 11bJ] Muntocta KP.

16. TpeGoBaHHS K CO3JaHUIO CHCTEM KHOEpOE30MacHOCTH OOBEKTOB KpPUTHUECKOM
MH(GOPMaLlMOHHON MH(PACTPYKTYphl M MOpPsIOK aynuta kubepoezonacHoctu. LIBJl Muntocrta
KP.

17. OTYET o cocrosiHum muiatexHoi cuctembl Koipreizckoit PecriyOnuku 3a | kBaprtan
2025 roja. HannoHanbeHbI OaHK KsIpreizckon PecnyGuinku.
https://www.nbkr.kg/DOC/26092025/000000000065685.pdf

18. OTYET o coctosinum miarexHoil cuctembl Koiproizckoit PecriyOnmku 3a |l kBapran
2025 roja. Hanmonansubri 0aHK Keipreizckoi PecryGmku.
https://nbkr.kg/DOC/27082025/000000000065444.pdf

19. Mananbaes W.K. VYcoBepmieHCTBOBaHME METOAOB IIEHOBOM W HEIIEHOBOU
KOHKYPCHIIMM Ha pbiHKEe OaHkoBCckuX ycayr / Mananbaes UK., Cypkee B.T. / BectHuk
Mesxaynapoanoro yauepcurera Keipreiscrana. - 2025. - Ne 2-1 (59). - C. 230-234.

20. MananbaeB M.K. CoBpemeHHOEe cocTOsiHHME OaHKOBCKOH cuctembl KbIprbI3ckoii
PeciyOnmukn B ycioBusix nudpoBuzanuu:  TpaHchopmaius PHCKOB  HHGOPMAIIMOHHON
6e3omacHoctr / Manantaes U.K., Manan6aes M. U. // IIpobiemMbl aBTOMaTHKH U YIIPABJICHUS. -
2026. - Ne 1 (55). - C. 113-118.
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